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LAB 5:
Filtrage




Reéseau A :

H Graphical_client_A [En fonction] - Oracle VM VirtualBox - O e

Fichier Machine Ecran Entrée Périphériques  Aide

:m fr o) 1
| bttps://192.168.1.254/admin/admin.htmls#securitypolicy/local/S/filter
) LatestNews @ Help

Qadmin ~
[ write; E RESTRICTE|

MONITORING CONFIGURATION EVA1 M

+} SECURITY POLICY / FILTER - NAT
x B (5)Lab_s - | Edit~ | "3 Export | @

FILTERING NAT

Searching.. | 4 Mewrule = X Delete | + & | & | cut [# Copy %) Paste | [, Searchinlogs 3 Searchin monitoring
Status == Action = Source Destination Dest. port Protocol Security inspection B Commsg

= ADMINISTRATION VIA PC ADMIN (contains 1 rules, from 1to 1)

1 CEE] & on © pass pc_admin Firewall_in ¥ nttps = Created

=l TRAFFIC INTERNE DANS DMZ (contains 6 rules, from 2 to 7)

2 - & on © pass “'tg Network_in srv_dns_priv ¥ dns_udp = Created
3 o & on © pass “'tg Network_in B =rv_web_priv ¥ nttp [1Ps] Createq
4 = & on © pass “Jyg Network_in E srv_web_priv ¥ webmail [1Ps] Created
5 @on Q@ B block B pc_200 E any ¥ [1Ps} Createq
6 =2z} & on © pass ;.J’g Network_in B srv_ftp_priv L [1Ps] Createq
7 o & on © pass “Jyg Network_in B srv_mail_priv ¥ smip [1Ps] Created
= TRAFFIC SORTANT (contains 9 rules, from 8 to 16)
8 & on -] block “J;g Netwark_in e Int:;net ¥ i = Created
nen Corée du Sud 4 https
| https://192.168.1.254/admin/admin.html#securitypolicy/local/5/filter
? LatestNews @ Help
EVA1 VMSNSX09K0639A9 eadmln -
MONITORING CONFIGURATION : [ wriTe / E ResTRICTE
|4
"]* SECURITY POLICY / FILTER - NAT
.' #,(5) Lab_5 - | Edit~ | "3 Export | @
= FILTERING  NAT
Searching.. | + Mewrule + X Delete | *+ § | « . | (#Cut [# Copy ¥ Paste | E, searchinlogs [ Search in monitoring
Status =v Action = Source Destination Dest. port Protocol Security inspection B Commg
9 & on e block n{ﬁ Network_in Ty edition.cnn.c L8 1Ps] Createq
¥ nttps
10 = @ on © pass o2 Network_in @ Internet ¥ nttp = Createq
L & on © pass “'lg Network_in B nternet ¥ nttps iPs] Createq
12 o @ on © pass a8 Network_in D Internet ¥ fp IPs] Createq
13 & on © pass o e Any Any icmp (Echo reques [H Createq
14 oo & on © pass “'lg Network_in B nternet ¥ ssh iPs] Createq
15 o @@ on © pass B srv_dns_priv @ Internet ¥ dns_udp 1Ps] Createq
16 oo & on © pass srv_mail_priv B Internet ¥ smip = Createq
=l TRAFFIC ENTRANT (contains 5 rules, from 17 to 21)
17 oo @ on © pass @ Internet Firewall_out ¥ nttp m Createq
18 o & on © pass B Internet srv_ftp_pub ¥ fp 1Ps] Createq

« ¢ | Page 1 oft| > » | & Disp!




hitps://192.168.1.254/admin/admin.html#securitypolicy/local/S/filter

LatestNews @ Help

A admin ~

# write/ & RESTRICTE

MONITORING CONFIGURATION EVA1 VMSNSX09K0639A9

+p SECURITY POLICY / FILTER - NAT
. #B,(5) Lab_5 - | Edit~ | "¥Export | @

FILTERING NAT

Searching. | 4 Mewrule + X Delete | + & | # " | (#Cut [# Copy ) Paste | [E, Searchinlogs [E3 Searchin monitoring
Status =v Action B Source Destination Dest. port Protocol Security inspection B Commt

12 @ & on © pass 9la Network_in % Internet T fip IP5] Createt
13 & on © B pass o2 Network_in B any B any icmp (Echo reques [[H Createt
14 oo & on © pass “'lg Network_in D Internet ¥ ssh iPs] Createc
15 oo & on © pass srv_dns_priv & Internet ¥ dns_udp =E Createt
16 oo @ on © pass srv_mail_priv @ Internet ¥ smp iPs] Creater

= TRAFFIC ENTRANT (contains 5 rules, frem 17 to 21)

17 oo & on © pass D Internet Firewall_out ¥ nttp iPs] Createt

18 oD & on © pass & internet srv_ftp_pub ¥ ftp 1Ps] Createc

19 oo & on © pass @ Internet srv_mail_pub ¥ smip iPs] Create

20 &@on ©  pass B Internet Firewall_out B any icmp (Echo reques [EH Createt
P . ¥ nttps

21 oo & on © &' pass B Internet Firewall_out 1Ps] Creater
¥ sh

« ¢ | Page 1 oft| > » | & Disp

1ére étape : Depuis le réseau A nous mettons en place différentes regles dans la politique de
filtrage numéro 5 :

Trafics internes :

- Acces aux serveurs de notre DMZ (DNS,WEB, FTP, SMTP).

Trafics sortants :

- Acceés aux sites web d’internet en HTTP et HTTPS sauf sur les sites de la République de Corée.
- Acceés au site https://edition.cnn.com bloqué.

- Un stagiaire possédant la machine pc_200 doit avoir interdiction d’effectuer une requéte FTP.

- Acces aux serveurs FTP et WEB d’internet.

- Autorisation d’émettre un ping vers n’importe quelle destination.

- Acces a la connexion SSH au firewalls des autres sites.

- Seul le serveur DNS interne peut envoyer des requétes DNS vers 1’extérieur.

- Le serveur mail peut envoyer des mails vers n’importe quel serveur mail externe.

Trafics entrants :

- Acces des réseaux externes a nos serveurs WEB et FTP publique.

- Autorisation des serveurs mail externes a transmettre des e-mails a notre serveur de messagerie.
- Autorisation des réseaux externes a pinger 1’interface « out » de notre firewall, événement
notifier avec une alarme mineure.

- Autorisation des réseaux externes a se connecter a notre firewall via I’interface web et SSH,
événement notifier avec une alarme majeur.



https://edition.cnn.com/

H Graphical_client_A [En fonction] - Oracle VM VirtualBox

Périphériques  Aide

Machine Ecran  Entrée

Fichier

15) Applications Places System

+

x

== Parcours de professionn

X

4, VMSNSX09K0639A9@1

“«

C ® Notsecure | bersia-baptiste.fr

1) -—.yyl yyyy”hﬂ"ﬂﬂ?ﬂy
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i Graphical_client_A [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

DEJ) Applications Places System
A, YVMSNSX09K0639A9@1° x @ Training server

&« C @ Notsecure | www.b.net

i Apps @ Debian.org @ LatestNews @ Help

there.

REC 791
REC 792
RFC 793
REC 821
REC 894
RFC 959
REC 1321
REC 1323
RFC 1436
REC 1945
REC 2428
REC 2616
RFC 2617
RFEC 2818
REC 3330
RFEC 3659
RFEC 3977

Little Red King - A Pleasant Sunset

Virus Test files
Logs

Welcome to the www.b.net lab server!

1f you expected to reach your WEBMAIL, click I wanted to reach my WEBMAIL !

You won't find anything really useful here, just a bunch of RFCs... Feel free to read them, you might find

Internet Protocol

Internet Control Message Protocol

Transmission Control Protocol

Simple Mail Transfer Protocol

A Standard for the Transmission of IP Datagrams over Ethernet
File Transfer Protocol (FTP)

The MD5 Message-Digest Algorithm

TCP Extensions for High Performance

The Internet Gopher Protocol

Hypertext Transfer Protocol - HTTP/1.0

FTP Extensions for IPv6 and NATs

Hypertext Transfer Protocol -- HTTP/1.1

HTTP Authentication: Basic and Digest Access Authentication
HTTP over TLS

Special-Use IPv4 Addresses

Extensions to FTP

Network News Transfer Protocol (NNTP)

Free CC Licenced MP3 from Opsound.org

The official EICAR files for download

Collected syslog logs

3éme étape : Test acces serveur WEB de B.




i Graphical_client_A [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

@ Applications Places System
& VMSNSX09K0639A9@1° x @ Indexof/ x +

<« C (@ Notsecure | ftp://ftp.b.net

i Apps (@ Debian.org @ LatestMNews @ Help

Index of /

Name Size Date Modified
,_,\ b.net.txt 44 B 9/20/22, 12:45:00 PM

4éme étape: Test acces serveur FTP de B.

i Graphical_client_A [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

5 Applications Places System
A VMSNSX09K0639A9@1° x @ SquirrelMail 1.4.15 X +

< C A Notsecure | webmail.a.net:808/src/webn

! Apps (@ Debian.org @ LatestNews @ Help

Folders Current Folder: Sent
Last Refresh:
Thu, 1:42 pm
(Check mail)

Compose Addresses Folders Options Search Help

- INBOX Subject: testlab5

r,,;;.}n' From: user@a.net
:J'ljas.h Date: Thu, September 22, 2022 1:43 pm
To: user@b.net
Priority: Normal
Dplinns: View Full Header | View Printable Version | Download this as a file

test lab 5

5éme étape : Test envoie d’un mail a B depuis la webmail de A.




i Graphical_client_A [En fonction] - Oracle VM VirtualBox - O e

Fichier Machine Ecran Entrée Périphériques  Aide

D@ Applications Places System
A VMSNSX09K0639A9@1° x | @ fr.yna.co.kr X fr.yna.co.kr x +

&« X @ https://fr.yna.co.kr
i Apps @ Debian.org @ LatestNews @ Help

=]

This site can't be reached

fr.yna.co.kr took too long to respond.

Try:
» Checking the connection
» Checking the proxy and the firewall

ERR_CONNECTION_TIMED_OUT

6eme étape : Tentative de connexion a un site web de la République de Corée. Celui-ci n’est donc
pas accessible.




H Graphical_client_A4 [En fonction] - Cracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

5 Applications Places Systern
A VMSNSX09K0639A9@1° X www.edition.cnn.com X +

< ¥ (@ www.edition.cnn.com

i Apps @ Debian.org @ LatestNews @ Help

This site can’t be reached
www.edition.cnn.com took too long to respond.
Try:

« Checking the connection

« Checking the proxy and the firewall

ERR_TIMED_OUT

[ |

7éme étape : Tentative de connexion au site web edition.cnn. Celui-ci n’est donc pas accessible.

Graphical_client_A [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

15) Applications Places System

user's Home raining: E&E
File Edit View Search Terminal Help
:~$ ping www.ac-nice.fr

PING cs234.wpc.alphacdn.net (93.184.221.161) 56(84) bytes of data.
| -0 - B 64 bytes from 93.184.221.161 (93.184.221.161): icmp seq=1 ttl=55 time=44.9 ms
64 bytes from 93.184.221.161 (93.184.221.161): icmp _seq=2 ttl=55 time=33.4 ms
64 bytes from 93.184.221.161 (93.184.221.161): icmp seq=3 ttl=55 time=34.5 ms
~C
_ sl --- €s234.wpc.alphacdn.net ping statistics ---
Chromium Web . . .

Browser 3 packets transmitted, 3 received, 0% packet loss, time 6ms
rtt min/avg/max/mdev = 33.426/37.619/44.897/5.168 ms

:~$

8éme étape : Test d’un ping vers n’importe quelle destination, dans le cas présent ac-nice.fr .




Reéseau B

Graphical_client_B [En fonction] - Oracle VM VirtualBox — [m] X

Fichier Machine Ecran Entrée Périphériques  Aide

fr @) Thut
+

5://192.168.2.254/admin/admin.html#securi

itestNews @ Help

B admin ~

MONITORING CONFIGURATION EVAJ VMSNSX09K0639A9 = wriTe/ B RESTRICTED ACC

=} SECURITY POLICY / FILTER - NAT

#,(5) Lab_5_8 - | Edit~ | "} Export | @

FILTERING NAT

Searching.. | 4+ Newmle ~ X Delete | + & | & ™ | [#Cut [ Copy 3 Paste | [, Searchinlogs F3 Search in monitoring

Status =v Action = Source Destination Dest. port Protocol Security inspection = Comments

=l ADMINISTRATION VIA PC ADMIN (contains 1 rules, from 1to 1)

1 (aa) & on © pass pc_admin Firewall_in ¥ https iP5 Created on 2
=l TRAFFIC ENTRANT DANS DMZ (contains 6 rules, from 2 to 7)

2 =0 & on © pass n{E Network_in srv_dns_priv ¥ dns_udp iP5} Created on 2
3 oo & on © pass o2 Network_in B srv_web_priv ¥ ntip = Created on 2
4 == & on © pass :'lg Network_in srv_web_priv ¥ webmail iPs] Created on 2
5 oo & on e block B pc_200 B any ¥ fp m Created on 2
6 oo & on © pass o2 Network_in srv_ftp_priv ¥ fp = Created on 2
7 oo & cn © pass “Ln: Network_in H srv_mail_priv ¥ smip IPs] Created on 2
=l TRAFFIC SORTANT (centains 9 rules, from 8 to 16)

8 oo @ on e block of2 Network_in € Int:;net 1 nite = Created on 2

aen_Corée du Sud ¥ nitps

« ¢ | Page 1 of1| » » | D Displaying




[ Graphical_client_E [En fonction] - Oracle VM VirtualBox - ] b4
Fichier Machine FEcran Entrée Périphériques  Aide
fr @) Thus
+ i
95://192.168.2.254/admin/admin.html#securitypo b4
itest News @ Help
Ev A1 | A admin -
MONITORING CONFIGURATION VMENSKES 2 wriTe ; E RESTRICTED AcC
+p SECURITY POLICY / FILTER - NAT
#(5)Lab_5_B - | Edit~ | "3 Export | @
FILTERING NAT
Searching. | 4 Mewrule ~ X Deleste | # & | a ™ | (P cut [# Copy ¥ Paste | [5, Searchinlogs E3 Searchin monitoring
Status =v Action = Source Destination Dest. port Protocol Security inspection = Comments
. = T hit
9 oo & on ] block a8 Network_in TN yevew.edition.cnn.c ¥ nup [iPs] Created on 2
ps
10 =n &« on © pass 98 Network_in @ Internet ¥ ntip ips] Created on 2
1 oo @ on © pass 98 Metwork_in S Internet ¥ nttps = Created on 2
12 oo @ on © pass ol Network_in S Internet ¥ ftp iPs] Created on 2
13 & on © pass i Network_in B any B any iemp (Echo reques [ Created on 2
14 oo & on © pass o8 Network_in @ Internet ¥ sen iPs] Created on 2
15 &« on © pass srv_dns_priv @ Internet ¥ dns_udp ips] Created on 2
16 & on © pass B srv_mail_priv ' Internet ¥ smtp [IPs] Created on 2I
=) TRAFFIC ENTRANT (contains 5 rules, from 17 to 21)
17 - on © pass S Internet Firewall_out ¥ ntip iPs] Created on 2
18 &« on © pass B Internet arv_ftp_pub ¥ fip = Created on 2
& < | Page 1 ofl| > » | & Displaying

1ére étape : Depuis le réseau A nous mettons en place différentes regles dans la politique de




i Graphiczl_client_B [En fonction] - Oracle VM VirtualBox - ] x

Fichier Machine Ecran Entrée Périphériques  Aide

fr ) Thus
+ -
kps://192.168.2.254/admin/admin.html#securitypolicy/local/5/filter o
atest News @ Help
A admin ~

MONITORING CONFIGURATION EVAI VMSHSXOSEE

[ wriTe / & RESTRICTED AcC

+p SECURITY POLICY / FILTER - NAT
B,(5)1ab 58 v | Editv | "¥Export | @

FILTERING NAT

Searching. | 4 Mewrule ~ X Delete | ¥ § | S " | (®cut [® Copy ¥ Paste | [, Searchinlogs K3 Searchin monitoring
Status =v Action = Source Destination Dest. port Protocol Security inspection = Comments
1z oo ®on O pass Hi@ Network_in & Internet T fip [PS] Created on 2(
13 & on © pass ""'Ig Network_in B any K any iemp (Echo reques [E Created on 20
14 oo & on © pass of2 Network_in B Internet ¥ s = Created on 2(
15 @ on © pass srv_dns_priv & Internet ¥ dns_udp ips] Created on 2(
16 - on © pass srv_mail_priv B Internet ¥ smip iPs] Created on 20

=l TRAFFIC ENTRANT (contains 5 rules, from 17 to 21)

17 @ on © pass B Intemet Firewall_out ¥ nttp iPs] Created on 20
18 &« on © pass B Internet srv_ftp_pub ¥ fp iPs] Created on 20
19 @ on © pass B Internet srv_mail_pub ¥ sip IPs] Created on 20
20 ®on [>] pass & Internet Firewall_out B any icmp (Echo reques @ Created on 20
o ¥ nttps
21 «on © Wopass B intemet Firewall_out ' : = Created on 20
ssl
< | Page 1 of1| » p | o Displaying

lere étape : Depuis le réseau A nous mettons en place différentes regles dans la politique de
filtrage numéro 5 :

Trafics internes :
- Acces aux serveurs de notre DMZ (DNS,WEB, FTP, SMTP).
Trafics sortants :

- Acces aux sites web d’internet en HTTP et HTTPS sauf sur les sites de la République de Corée.
- Acceés au site https://edition.cnn.com bloqué.

- Un stagiaire possédant la machine pc_200 doit avoir interdiction d’effectuer une requéte FTP.

- Acces aux serveurs FTP et WEB d’internet.

- Autorisation d’émettre un ping vers n’importe quelle destination.

- Acces a la connexion SSH au firewalls des autres sites.

- Seul le serveur DNS interne peut envoyer des requétes DNS vers 1’extérieur.

- Le serveur mail peut envoyer des mails vers n’importe quel serveur mail externe.

Trafics entrants :

- Acces des réseaux externes a nos serveurs WEB et FTP publique.

- Autorisation des serveurs mail externes a transmettre des e-mails a notre serveur de messagerie.
- Autorisation des réseaux externes a pinger !’interface « out » de notre firewall, événement
notifier avec une alarme mineure.

- Autorisation des réseaux externes a se connecter a notre firewall via I’interface web et SSH,
événement notifier avec une alarme majeur.



https://edition.cnn.com/

H Graphical_client_B [En fonction] - Oracle VM VirtualBox — O *

Fichier Machine Ecran Entrée Périphériques  Aide

1) Applications Places System
A VMSNSX09K0639A9@1° x == Parcoursde professionnz x = +

“— C @ Notsecure | bersia-baptiste.fr
= Translate this

@ Help

i! Apps (@ Debian.org @ LatestNews

L

! l;l.'_:,: LA LT
ql_:’ |

Srams

P o o o'

— _z:
72 2 py

yry oy

Portefeuille numérique ~

2éme étape : Test acces a un site internet en HTTP.




i Graphical_client_B [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

1) Applications Places System

&« C (@ MNotsecure | www.a.net

i Apps @ Debian.org @ LatestNews @ Help

there.

REC 791

RFC 792

RFC 793

RFC 821

RFC 894

RFC 959

RFC 1321
RFC 1323
RFC 1436
RFC 1945
RFC 2428
RFC 2616
RFC 2617
RFC 2818
RFC 3330
RFC 3659
RFC 3977
Little Red King - A Pleasant Sunset
Virus Test files
Logs

A VMSNSX09K0639A9@1° x @ Training server *

Welcome to the www.a.net lab server!

1f you expected to reach your WEBMAIL, click 1 wanted to reach my WEBMAIL !

You won't find anything really useful here, just a bunch of RFCs... Feel free to read them, you might find some

Internet Protocol

Internet Control Message Protocol
Transmission Control Protocol
Simple Mail Transfer Protocol

A Standard for the Transmission of IP Datagrams over Ethernet Netwa

File Transfer Protocol (FTP)

The MD5 Message-Digest Algorithm

TCP Extensions for High Performance
The Internet Gopher Protocol

Hypertext Transfer Protocol -- HTTP/1.0
FTP Extensions for IPv6 and NATs
Hypertext Transfer Protocol -- HTTP/1.1
HTTP Authentication: Basic and Digest Access Authentication
HTTP over TLS

Special-Use IPv4 Addresses

Extensions to FTP

Network News Transfer Protocol (NNTP)
Free CC Licenced MP3 from Opsound.org
The official EICAR files for download
Collected syslog logs

3éme étape : Test acces serveur WEB de B.




i Graphical_client_B [En fonction] - Cracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

B5) Applications Places System

Browse and run installed applications € Indexof / x +
< C © Notsecure | ftp://ftp.a.net

i Apps (@ Debian.org @ LatestNews (@ Help

Index of /

Name Size Date Modified
,_,\ a.net.mxt 44 B 9/22/22, 12:35:00 PM

4éme étape: Test acces serveur FTP de A.

i Graphical_client_B [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

B Applications Places System
A VMSNSX09K0639A9@1° x @ SquirrelMail1.4.15 X +
<« C (@ Notsecure | webmail.b.net:808/src/webmail.php

! Apps @ Debian.org @ LatestNews @ Help

Folders Current Folder: INBOX
Last Refresh: Compose Addresses Folders Options Search Help
Thu, 1:44 pm
(Check mail)
Toggle All
Move Selected To:

|INBOX ¥ || Move || Forward |

Sent
Trash

user(@a.net 1:43 pm test lab 5
user(@a.net Tue, 12:57 pm  essai
Toggle All

5éme étape : On remarque que B a bien recu le mail envoyé depuis A.




i Graphical_client_B [En fonction] - Oracle VM VirtualBox — O e

Fichier ~Machine Ecran Entrée  Périphériques  Aide

D@ Applications Places System
A VMSNSX09K0639A9@1° x fr.yna.co.kr x +

&« X @ https://fr.yna.co.kr
! Apps (@ Debian.org @ LatestNews @ Help

=]

This site can’t be reached

fr.yna.co.kr took too long to respond.

Try:
« Checking the connection
= Checking the proxy and the firewall

ERR_CONNECTION_TIMED_OUT

6eme étape : Tentative de connexion a un site web de la République de Corée. Celui-ci n’est donc
pas accessible.




E Graphical_client_B [En fonction] - Oracle VM VirtualBox — O

Fichier Machine Ecran Entrée  Périphériques  Aide

5) Applications Places System
A, VMSNSX09K0639A9@1° x www.edition.cnn.com X

< X @ www.edition.cnn.com

i Apps (@ Debian.org @ LatestNews @ Help

B

This site can’t be reached
www.edition.cnn.com took too long to respond.

Try:
« Checking the connection
« Checking the proxy and the firewall

ERR_TIMED_OUT

| Details | m

7éme étape : Tentative de connexion au site web edition.cnn. Celui-ci n’est donc pas accessible.

ﬁ Graphical_client_B [En fonction] - Oracle VM VirtualBox — O

Fichier Machine Ecran Entrée  Périphériques  Aide

@ Applications Places System

Bk

File Edit View Search Terminal Help

:~$ ping www.ac-nice.fr
PING cs234.wpc.alphacdn.net (93.184.221.161) 56(84) bytes of data.
64 bytes from 93.184.221.161 (93.184.221.161): icmp seg=1 ttl=55 time=54.3 ms

64 bytes from 93.184.221.161 (93.184.221.161): icmp seg=2 ttl=55 time=34.2 ms

64 bytes from 93.184.221.161 (93.184.221.161): icmp seg=3 ttl=55 time=33.5 ms
~C
--- cs234.wpc.alphacdn.net ping statistics ---
@ilgdniliul 3 packets transmitted, 3 received, 0% packet loss, time 4ms
SOVES rtt min/avg/max/mdev = 32.491/40.681/54.308/9.640 ms

. &

8éme étape : Test d’un ping vers n’importe quelle destination, dans le cas présent ac-nice.fr .




