%

STORMSHIELD

LAB 7 :
Authentification




Reéseau A :

Graphical_client_4 [En fonction] - Oracle VM VirtualBox - [} x

Fichier Machine Ecran Entrée Périphériques  Aide

1s Places System

09K0639A9@1" x +

A Notsecure | https://192.168.1.254/admin/admin.html#ldapmodule

Debian.org @ LatestNews @ Help

ik Security EVAT ¢
Org seCuUrity MONITORING CONFIGURATION VMSNEXDOKO639A9 o]

& USERS /DIRECTORIES CONFIGURATION

TION
CONFIGURED DIRECTORIES (MAXIMUM 5)
+ Add a directory = Action ~
Configuration
Domain name
& anet [® Enable user directory
Organization: a
Domain: net
1D: cn=NetasgAdmin
Password:
Access 1o the internal LDAP
O Enable unencrypted access (PLAIN)
O Enable SSL access
i Graphical_client_A [En fonction] - Oracle VM VirtualBox — [}

Fichier Machine Ecran Entrée Périphériques  Aide

5 Applications Places System
. VMSNSX09K0639A9@1° x 4 AUTHENTICATION x +

&« (& A Notsecure | hitps://192.168.1.254/auth/

Apps (@ Debian.org @ LatestNews @ Help

% STORMSHIELD
Network Security

LOGIN / LOGOUT NEW USER

Username Jsername

Authentication duration 4 hours v

Logout Login

If you are already authenticated, clicking on connect will extend the authentication by the




lere étape : Création d’une base LDAP interne :
- Organisation A, domaine « net ».

- Test du portail captif.

- Activation du profil d’authentification, ainsi que 1’enr6lement des utilisateurs.

H Graphical_client_& [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée  Périphériques  Aide

'stem

D1t % 4% AUTHENTICATION x| +

re | hetps://192.168.1.254 /admin/admin.html#users

@ LatestNews @ Help

MONITORING CONFIGURATION

A& USERS/USERS AND GROUPS

Searching..

- CN

. - )
== smith johni@a.net

ACCOUNT

ID {login):

Last name:
First name:
E-mail address:
Phone number:

Description:

S Filter ~ | + Adduser 4 Add group

EVA1 VMSNSX09KD639A5

& jsmith (john smith}

CERTIFICATE

P Create or update password

jsmith
john
smith

jsmith{@a.net

X Delete @ Check usage

MEMBER OF THESE GROUPS

T -

2éme étape : Création de I’utilisateur John Smith.




H Graphical_client_A [En fonction] - Oracle VM VirtualBox — O

Fichier Machine Ecran Entrée Périphériques  Aide

@ Applications Places System
A VMSNSX09K0639A9@1° x 4 AUTHENTICATION X | +

< C A Notsecure | hitps://192.168.1.254/admin/admin.html#user-request

i Apps @ Debian.org @ LatestNews @ Help

STORMSHIELD i '|.u-'l_ 0.1
N et"'.'"'.lro l'|< l"\ ecurl t:\-'r MONITORING CONFIGURATION EVA1 VMSNSX09K0630A9

* - &
## CONFIGURATION -

2 USERS/ENROLMENT

validate E3 (-] lgnore cRefresh Select all Details

Search... E s

Management Center - Type CN User Select a user.

CL

ME

VORK

(]}

OBJECTS

)

c
[ %2}
m
el
[%:]

Users and Groups
Temporary accounts
Access privileges
Authentication
2 Advanced properties

Enrolment
User identifier format for empty ID fields

Identifier format : af1%]

Directories configuration

*} SECURITY POLICY

Example : jdoe
Filter - NAT
URL filtering E-mail notification
€ O0BJECTS

X cancel v Apply

USERS




E Graphical_client_A [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

P@ Applications Places System

A VMSNSX09K0639A9@1° x 4% AUTHENTICATION x  +
& C A Notsecure | https://192.168.1.254/auth/newuser.html

! Apps @ Debian.org @ LatestNews @ Help

STORMSHIELD
% Network Security

LOGIN / LOGOUT NEW USER
Please enter all the required information

Last Name * peter

First name * wood

E-mail address *

Description

Telephone number

Password ** | ssesssas

Confirm password ** | sssssens




i Graphical_client_A [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée  Périphériques  Aide

1) Applications Places System
4t VMSNSX09K0639A9@1° x 4% AUTHENTICATION x +
& C A Notsecure | https://192.168.1.254/auth/newuser. html

i Apps (@ Debian.org @ LatestNews @ Help

STORMSHIELD
% Network Security

Your request has been submitted

» Click here if you are not automatically redirected

i Graphical_client_A [En fonction] - Oracle VM VirtualBox —

Fichier Machine Ecran Entrée Périphériques  Aide

5 Applications Places System
A VMSNSX09K0639A9@1° x 4% AUTHENTICATION x | +

& (& A Notsecure | hitps://192.168.1.254/admin/admin.html#user-request

it Apps (@ Debian.org @ LatestNews @ Help

&’L& STORMSHIELD Va0

V" Network Security e o EVAT vusnsioskossons
b

£# CONFIGURATION -

2 USERS/ENROLMENT

Search.. ] validate E3 Reject © |gnore | 2 Refresh | Selectall Details
Users and Groups - Type CM User Select a user.
r
ser "
Temporary accounts O m use Wood PETER

Access privileges
Authentication

Enrolment

3éme étape : En utilisant la fonction d’enr6lement, création de 1’utilisateur Peter Wood et tests.




E Graphical_client_A [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

B3 Applications Places System
4. VMSNSX09K0639A9@1° x 4% AUTHENTICATION x 4+
& C A Notsecure | htps://192.168.1.254 /auth/userinfo.html

2 Apps @ Debian.org @ LatestNews @ Help

STORMSHIELD
% Network Security

Welcome jsmith. Logout in 03:59

LOGIN / LOGOUT PERSONAL DATA

« Certificate authority of the SSL proxy

i Graphical_client_A [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

@ Applications Places System
4. VMSNSX0OK0639A9@1° x 4 AUTHENTICATION X +
< C A Notsecure | hitps://192.168.1.254/auth/userinfo.html

it Apps @ Debian.org @ LatestNews @ Help

% STORMSHIELD
Network Security

Welcome wpeter. Logout in 03:59

LOGIN / LOGOUT PERSONAL DATA

» Certificate authority of the SSL proxy

4éme étape : Test de connexion avec I’utilisateur John Smith et Peter Wood.







H Graphical_client_A [En fonction] - Oracle VM VirtualBox —

Fichier Machine Ecran Entrée Périphériques  Aide

D) Applications Places System
A, VMSNSX09K0639A9@1° x 4 AUTHENTICATION X | +

< C A Notsecure | https://192.168.1.254/admin/admin.html#securitypolicy/local/7/filter/25

# Apps @ Debianorg @ LatestNews @ Help

STORMSHIELD 401
éaQ? Network Securl’[y EVA1 VMSNSX09K063949

MONITORING CONFIGURATION

%~ «
£ CONFIGL

AUTHENTICATION WIZARD

Objective: Redirect unauthenticated users to the captive portal.
For example, during the initial authentication or after the expiry of the session.

SOURCE DESTINATION
Who: Unauthenticated users Destination: Internet v|=
From: Network_internals v = Except for URLs: + Add X Delete

authentication_bypass

H Graphical_client_A [En fonction] - Oracle VM VirtualBox — O

Fichier Machine Ecran Entrée Périphériques  Aide

@Applications Places System

A VMSNSX09K0639A9@1° x 4 AUTHENTICATION x| +

< C A Notsecure | https://192.168.1.254/admin/admin.html#securitypolicy/local/7 filter
i Apps @ Debian.org @ LatestNews @ Help

MONITORING CONFIGURATION EVA1 VMSNSX09K0639A9

%* -

-]» SECURITY POLICY / FILTER - NAT
£ CONFIGURATION

87 Lab7 ~ | Editv | "3 Export | @
Search.. -7 v (7) Lab. | | |
Users and Groups - FILTERING NAT
Temporary accounts Searching.. | 4 Newrle - X Delete | + & | # | (Acut [#Copy 9 Paste |
Access privileges Status =  Action = | Source Destination Dest. port Pratocol
Authentication =) TRAFFIC SORTANT - Updated on 2022-09-22 13:53:53 by admin (192.168.1.2) - Updated on 2022-09-29 11:10:41 by admin (192.16%
Enrolment . B |nternet ¥ hi
8 oo & on -] block n{ﬂ Network_in - ¥ http
s
Directories configuration geo Coree du Sud P
: - |
#} SECURITY POLICY 9 oD & on e block “{g Network_in PN www.edition.cnn.co ¥ http
ps
Filter - NAT = Authenticatiol
10 & on Except: 27 unknown @ E @ internet ¥ nitp

URL filtering authentica




i Graphical_client_A [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée  Périphériques  Aide

B5) Applications Places System
A VMSNSX09K0639A9@1° x 4 AUTHENTICATION x +

< C # www.euronews.com

Apps @ % AUTHENTICATION - wwiwv.euronews.com

5éme étape : Apres avoir adapté la politique de filtrage afin que les utilisateurs voulant accéder a
un site web en HTTP soit redirigé vers le portail captif. Nous effectuons les tests.

i Graphical_client_f [En fonction] - Oracle VM VirtualBox - m] =
Fichier Machine Ecran Entrée Périphériques  Aide
es System
9A9@1° x +
bt secure | hétps://192.168.1.254/admin/admin.html#securitypolicy/local/7 ffilter
horg @ LatestNews @ Help
EVA1 A admin ~
MONITORING CONFIGURATION VMSNSX09K0639A9 = waites B
« ,
"]‘ SECURITY POLICY / FILTER - NAT
- #(7) Lab_7 - | Edit~ | "3 Export | @
: FILTERING ~ NAT
Searching.. | + Newrule ~ X Delete | * 3 | & | {#cCut [#copy ¥ Paste | [E Searchinlogs B3 Searchin
Status == Action = Source Destination Dest. port Protocol Security inspection =
=
= Authenticatiol
10 o & on Except: 27 unknown @ 8 B internet f nttp =
authentica
[1Ps]
11 oo &@on © pass 8 Network_in @ Internet ¥ nitp )
% URL filter: lab_6
- ) 1Ps]
124 =0 & on &l decrypt “lg Network_in & nternet ¥ nttps .
SSL filter: lab_6
13 & on [+] pass a jsmnh@"-"lg Metv Ed any B any icmp (Echo reques [
14 oo & on © pass “lg Network_in & Internet f fp 1Ps]
15 oo &on © B pass 8 Network in B ane B ane icmp (Echo reques [
& ¢ | Page 1 oft| » » | &

6éme étape : Nous mettons en place une régle de filtrage pour I’utilisateur John Smith.




i Graphical_client_A [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

laces System
0639A9@1° x 4 192.168.1.254 Administra X | +

Not secure | https://192.168.1.254/admin/admin.html#useraac/aac

dian.org @ LatestNews @ Help

v4.01
Securl J[y MONITORING CONFIGURATION EVA1 VMSNSX09K0639A9

131 SYSTEM / ADMINISTRATORS

E ADMINISTRATORS ADMINISTRATOR ACCOUNT TICKET MANAGEMENT

Add an administrator + X Delete | + & | [# Copyprivieges %) Paste privileges

User - User group System Network Users Firewall Monitoring

1 & jsmith@a.net x x x x v

3 &5 Grant all privileges 13 Switch to advanced view

Temporary acco...

x

0 admi

[ wRITE

7éme étape : Nous accordons les droits de supervision a I’utilisateur John Smith.

H Graphical_client_A [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

laces System
J639A9@1° x 4 192.168.1.254 Administr= x = +

Not secure | https://192.168.1.254/admin/admin.html

ian.or D Latest News (@ Hel
g @ @ Help

AR

STORMSHIELD

Network Security

O aAuthentication with SSL certificate

LOG IN

~ Options




H Graphical_client_A [En fonction] - Oracle VM VirtualBox - O ®

Fichier Machine Ecran Entrée Périphériques  Aide

stemn fr i
@1° x A, VMSNSX09K0639A9@1° x  +

hre | hetps://192.168.1.254/admin/admin.html#dashboard

@ LatestNews @ Help

B jsmith ~
1 rea / B Rest

MONITORING EVA1 VMSNSX09K0639A9

4 DASHBOARD

- NETWORK PROTECTION

Date Message Action Priority 1 Source

' 8 Le systéme n'a pas été arrété proprement (1)

B Licence: une ( lité a expiré : Sandboxing (1)

Démarrage du Systeme (1)

PROPERTIES .
Interface activée: em0 (1)
Name: VMSNSX09K0639A9
Model EVAL Interface activée: em1 (1)
EVA model: EVA1 Interface activée: em2 (1)
EWA memery capacity: 1 GB (Minimum 1 GB - Maximum 2 GB]B Version non supportée détectée (TLSV1.3) (11)
Number of CPUs on the EVA: CPU 1 (Maximum CPU 1 )o
Seris! number VMSNSX09K063949 [E Votre version est ancienne, vérifiez que vous tes a jour (1)
Version: 4.0.1
An update is available: QM
Uptime: 1Th21m1s
Date: 10/04/2022 12:26:15 PM
Maintenance expiry date 09/30/2023

8éme étape : Connexion au firewall avec I’utilisateur John Smith, nous constatons que celui-ci
possede seulement les droits de supervision.




H Graphical_client_A [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

ions Places System
SX09K0639A9@1° x | A VMSNSX09K0639A9@1° x 4% AUTHENTICATION x4+

¥ A Notsecure | bttps://192.168.1.254/auth/auth.html?url=&uid=jsmith&time=240&login=Login

@ Debian.org @ LatestNews @ Help

STORMSHIELD
% Network Security

Please enter your authentication password

Username jsmith
Password e,
Authentication duration 4 hours v

i Graphical_client_A [En fonction] - Oracle VM VirtualBox

Fichier ~Machine Ecran Entrée Périphériques  Aide

splications Places System

VMSNSX09K0639A9@1° x | A VMSNSX09K0639A9@1° x 4 AUTHENTICATION x  +
C A Notsecure | hitps://192.168.1.254 auth/userinfo.html

pps @ Debian.org @ LatestNews @ Help

STORMSHIELD
Af? Network Security

Welcome jsmith. Logout in 03:59

LOGIN / LOGOUT PERSONAL DATA WEB ADMINISTRATION

« Certificate authority of the SSL proxy

9éme étape : Test de connexion au portail captif avec I’utilisateur John Smith.




Réseau B :

Graphical_client_B [En fonction] - Oracle VM VirtualBox — O x

Fichier Machine Ecran Entrée Périphériques  Aide

Ices  System

639A%@1° x +

Not secure | kttps://192.168.2.254/admin/admin. htmlgldapmodule

an.or D LatestNews @ Hel
g @ @ Help

EVAI eaﬂlllll
MONITORING CONFIGURATION VMSHAMIE ECE = waite
«
& USERS/ DIRECTORIES CONFIGURATION
+
CONFIGURED DIRECTORIES (MAXIMUM 5)
=+ Add a directory = Action =
Configuration
Domain name
@ Graphical_client_B [En fonction] - Qracle VM VirtualBox - ] x
il Grep
Fichier Machine Ecran Entrée  Périphériques  Aide
5 Applications Places System
A VMSNSX09K0639A9@1° x4 AUTHENTICATION x  +
& C A Notsecure | https://192.168.2.254/auth/login. html

it Apps (@ Debian.org @ LatestNews @ Help

% STORMSHIELD
Network Security

LOGIN / LOGOUT NEW USER

Usemame sername

Authentication duration 4 hours v

Logout Login

If you are already authenticated, clicking on connect will extend the authentication by the
selected duration

lére étape : Création d’une base LDAP interne :

- Organisation B, domaine « net ».
- Activation du profil d’authentification, ainsi que 1’enrdlement des utilisateurs.
- Test du portail captif.




i Graphical_client_B [En fonction] - Oracle VM VirtualBox —

Fichier Machine Ecran Entrée Périphériques  Aide

ations Places System

NSX09K0639A9@1° x 4 AUTHENTICATION x| +

C A Notsecure | https://192.168.2.254/admin/admin.html#tusers

@ Debian.org @ LatestNews @ Help

PRMSHIELD

MONITORING CONFIGURATION EVA1 VMSHSAIDEUESES

A USERS / USERS AND GROUPS

GURATION -
. Searching.. D Filter ~ | + Adduser -+ Addgroup ¥ Delete @ Check usage
|erment Center - C.N o & jsmith (john smith)
= smith john(@b. net
ACCOUNT CERTIFICATE MEMBER OF THESE GROUPS

o # Create or update password
- 1D ({login): jsmith

Last name: john
and Groups First name: smith
rary accounts E-mail address: | jsmith@b.net
5 privileges Phone number:
itication Description:

1ent
wries configuration
UTY POLICY

MAT

2éme étape : Création de I’utilisateur John Smith.




H Graphical_client_B [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

pplications Places System

VMSNSX09K0639A9@1° x 4 AUTHENTICATION x| +

C A Notsecure | hsps://192.168.2.254/admin/admin.html#fuser-request

hpps @ Debian.org @ LatestNews @ Help

STORMSHIELD v .01
a f"~JeT"-.-“-.n’Dl'|< H‘PL—: u I'IJ[)’ MONITORING COMNFIGURATION EVA1 VMSNSX09K0639A9

A USERS/ ENROLMENT

CONFIGURATION -
ch... E e

Management Center
CLI

METWORK
OBJECTS

USERS

Jsers and Groups < Advanced properties

[Temporary accounts
User identifier format for empty ID fields

Access privileges
Identifier format : 1%

Authentication

Example : jdoe
Enrolment
Directories configuration E-mail notification
Send an e-mail to the user: || when approving/rejecting user's enrolment request

SECURITY POLICY
|_| when approving/rejecting user's certificate request
Filter - NAT h*d

hime Sl




E Graphical_client_B [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

5 Applications Places System
A VMSNSX09K0639A9@1° x 4% AUTHENTICATION x4+

& C A Notsecure | hitps://192.168.2.254 /auth/new

i Apps @ Debian.org @ LatestNews @ Help

STORMSHIELD
% Network Security

LOGIN / LOGOUT NEW USER

Please enter all the required information

Last Name * peter
First name * wood
E-mail address * pwood@b.net
Description

Telephone number

Password ** | sesesens

Confirm password ** ‘ ------- 4




i Graphical_client_B [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée  Périphériques  Aide

D) Applications Places System
A VMSNSX09K0639A9@1° x 4% AUTHENTICATION x  +

&« C A Notsecure | hitps://192.168.2.254/auth/newuser. html

i1 Apps (@ Debian.org @ LatestNews @ Help

STORMSHIELD
Af? Network Security

Your request has been submitted

» Click here if you are not automatically redirected

i Graphical_client_B [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

@ Applications Places System
A VMSNSX09K0639A9@1° x 4% AUTHENTICATION x | +

<« & A Not secure | https://192.168.2.254/admin/admin.html#user-request

i Apps @ Debian.org @ LatestNews @ Help

A" STORMSHIELD i '|.r.|_1._|:|1
"&"b Network Security MONITORING | CONFIGURATION (1)L} [eps—

* - « _
= USERS/ENROLMENT
£ CONFIGURATION =
Search o B3 Reject @ gnore | <O Refresh | Selectall Details
Management Center - Type CM User Select a u:
'O m@ user Wood PETER

CLl
= METWORK

£ O0BJECTS

3éme étape : En utilisant la fonction d’enr6lement, création de 1’utilisateur Peter Wood et tests.




E Graphical_client_B [En fonction] - Oracle VM VirtualBox — O

Fichier Machine Ecran Entrée Périphériques  Aide

5) Applications Places System
At VMSNSX09K0639A9@1° x 4% AUTHENTICATION X +
&« C A Notsecure | https://192.168.2.254/auth/userinfo.html

i Apps @ Debian.org @ LatestNews @ Help

%’ STORMSHIELD
Network Security

Welcome jsmith. Logout in 03:59

LOGIN / LOGOUT PERSONAL DATA

= Certificate authority of the SSL proxy

E Graphical_client_B [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée  Périphériques  Aide

@ Applications Places System
A VMSNSX09K0639A9@1° x 4% AUTHENTICATION x  +

&« C A Not secure | bitps://192.168.2.254 /auth/userinfo.html

! Apps (@ Debian.org @ LatestNews @ Help

% STORMSHIELD
Network Security

Welcome wpeter. Logout in 03:59

LOGIN / LOGOUT PERSONAL DATA

« Certificate authority of the SSL proxy

4éme étape : Test de connexion avec I’utilisateur John Smith et Peter Wood.




i Graphical_client_B [En fonction] - Oracle VM VirtualBox — |

Fichier Machine Ecran Entrée  Périphériques  Aide

1) Applications Places System
A VMSNSX09K0639A9@1° x 4 AUTHENTICATION X | +

< C A Notsecure | https://192.168.2.254/admin/admin. html#securitypolicy/local/7/filter/13

i Apps @ Debian.org @ LatestNews @ Help

STORMSHIELD [
\ f"~.|€!T"-.-"-.n’Of'|<. SEC MONITORING COMNFIGURATION EVA1 VMSNSX09K0639A9

* - «
¥ CONFIGURATION -

=} SECURITY POLICY / FILTER - NAT

B - | Edit = | "3 Export | @
Search... Er w(7)Lab_7 | | "3 Export |
Management Center - FILTERING NAT
CcL Searching.. | + Mewrule ~ X Delete | + & | & | #out [#Copy 7 Pas
1:: NETWORK o Status = Actiorl__ Ex Source Diestination Dest. port Prot
= S - TS ORI ws_ iy xonp
S 0BUECTS 7 oo & on © pass n{ﬁ Network_in B srv_mail_priv ¥ smip
2 USERS Iz TRAFFIC SORTANT - Updated on 2022-09-27 11:33:44 by admin (192.168.2.2) - Updated on 2022-09-29 11:14:55 by admin (19
D internet
Users and Groups § oo ®@on @ B block 2 Network_in o ¥ nttp
geo Corée du Sud ¥ nttps
Temporary accounts "
3 = htt
. ) 9 oo & on e block off Network_in PN wyew.edition.cnn.c p
Access privileges ¥ nitps

= Authentication
10 & on Except: 27 unknown @855 N B Internet ¥ nttp
authentica

Authentication

Enrolment




i Graphical_client_B [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée  Périphériques  Aide

P@ Applications Places System
At VMSNSX09K0639A9@1° x 4% AUTHENTICATION x 4+

i Apps @ Debianorg @ LatestNews @ Help

% STORMSHIELD
Network Security

Please enter your authentication password

< C A Notsecure | https://192.168.2.254/auth/auth.html?authnum=0&uid =&time=&pswd=&logout=&url=HalD\

Username
Password F
Authentication duration 4 hours v

i Graphical_client_B [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

B5) Applications Places System
At VMSNSX09K0639A9@1° x 4 AUTHENTICATION * +

&« C % www.euronews.com
= Apps @ 4% AUTHENTICATION - www.euronews.com

Q. www.euro - Google Search

A

5éme étape : Apres avoir adapté la politique de filtrage afin que les utilisateurs voulant accéder a

un site web en HTTP soit redirigé vers le portail captif. Nous effectuons les tests.




H Graphical_client_B [En fonction] - Oracle VM VirtualBox — ] =

Fichier Machine Ecran Entrée Périphériques  Aide

ces System
p39A9@1° x +
Not secure | hps://192.168.2.254/admin/admin.html#securitypolicy/local/7 /filter

pn.org @ LatestNews @ Help Restore pages?

Chromium didn't s

~eCcu FI"[)’ MONITORING CONFIGURATION EVA‘ WMENSX05K06IIAT

"]" SECURITY POLICY / FILTER - NAT
c s RO < | Eit~ | "2Ewort | @

FILTERING NAT

Searching. | 4 Newrule ~ X Delete | + & | & | [?cut [#Copy ) Paste | [E Searchinlogs 3 Searchi
Status =v Action = Source Destination Dest. port Protocol Security inspection =

= Authenticatiol

0 e & on Except 2 unknown @85 N B Internet ¥ http =
authentica

iPs]
11 oo & on © pass ""'lg Metwork_in B Internet ¥ nttp P
B URL fitter: lab_6
= =
12§ = @ on &) decrypt of2 Network_in @ internet ¥ ntps
& 551 filter: lab_6
13 & on [+] pass & jsmith @ “'E Mety K any Any icmp (Echo reques [
14 oo & on © pass ""'lg Network_in B Internet ¥ fp =
15 oo & on © pass “'lg Network_in B any B pny iemp (Echo reques [[8

&« ¢ |Page 1 |of1| > » | =

6éme étape : Nous mettons en place une regle de filtrage pour 1’utilisateur John Smith.

H Graphical_client_B [En fonction] - Oracle VM VirtualBox — O X

Fichier Machine Ecran Entrée  Périphériques  Aide

Places System

0639A9@1° x 4+

L Notsecure | https://192.168.2.254/admin/admin.html#useraac/aac

bian.org @ LatestNews @ Help

Restore pages

EVA1 Chromium didn'{
MONITORING CONFIGURATION VMSNSX09K0E39A3

1il SYSTEM / ADMINISTRATORS

- " ADMINISTRATORS ADMINISTRATOR ACCOUNT TICKET MANAGEMENT

Add an administrator + X Delete | + & | [# Copyprivileges %) Paste privileges &9 Grant all privileges | 13 Switch to advanced view
User - User group System Network Users Firewall Monitering Temporary acco...

1 & jsmith@b.net x x x x v x

7éme étape : Nous accordons les droits de supervision a 1’utilisateur John Smith.




H Graphical_client_B [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

) Applications Places System
A VMSNSX09K0639A9@1° x A, 192.168.2.254 Administr=  x
<« C A Notsecure | https://192.168.2.254/admin/admin.html

i Apps @ Debian.org @ LatestNews @ Help

-+

2%

STORMSHIELD

Network Security

jsmith

O Authentication with SSL certificate

LOG IN

- Options
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5 System
IA9@1° X A VMSNSX09K0839A9@1™ x  +

secure | https://192.168.2.254 /admin/admin.html#dashboard

org @ Latest News

@ Help

w401

curity

MONITORING

r#v DASHBOARD

NETWORK

PROPERTIES o

Interface activée: em0 (1)
Mame: VMSNSX09K0639A9
Model: Eval Interface activée: em1 (1)
EVA model: EVA1 Interface activée: em2 (1)
EVA memory capacity: 1 GB (Minimum 1 GB - Maximum 2 GB ) [ ]

Number of GPUS on the EVA:

EVA1 VMSNSX09K0639A9

CPU 1 (Maximum cPu 1)@

Serial number: VMSNSX09K0639A9
T Version 401
Anupdate is available: [i ] 4213
Includes the logs: Alarms, Filtering 1h17m 375
Date: 10/04/2022 12:26:27 PM
Maintenance expiry date: 09/30/2023

A jsmith ~
Ol resn/ B R

PROTECTION

Date Message Action Priority Source
A Le systéme n'a pas été arrété proprement (1)

g
&' Licence: une

lité a expiré : Sandboxing (1}

Démarrage du Systéme (1)

Version non supportée détectée (TLSv1.3) (11)

Votre version est ancienne, vérifiez que vous étes a jour (1)

HEALTH INDICATORS

8éme étape : Connexion au firewall avec I’utilisateur John Smith, nous constatons que celui-ci
possede seulement les droits de supervision.
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5 Applications Places System
4, VMSNSX09K0639A9@1° x | 4. VMSNSX09K0639A9@1° x 4 AUTHENTICATION x +
<« C A Notsecure | https://192.168.2.254/authfauth.html?url=&uid=jsmith&time=240&login=Login

! Apps (@ Debian.org @ LatestNews @ Help

STORMSHIELD
% Network Security

Please enter your authentication password

Username jsmith
Password | sesssess |
Authentication duration 4 hours ¥
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ED) Applications Places System
A VMSNSX09K0639A9@1° x | A VMSNSX09K0639A9@1° x 4 AUTHENTICATION

< C A Notsecure | https://192.168.2.254/auth/userinfo.html
# Apps (@ Debian.org @ LatestNews @ Help

STORMSHIELD

Network Security

Welcome jsmith. Logout in 03:58

LOGIN / LOGOUT PERSOMNAL DATA WEB ADMINISTRATION

+ Certificate authority of the SSL proxy

9éme étape : Test de connexion au portail captif avec I’utilisateur John Smith.




