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lere étape : Ajout de la regle de filtrage pass any any.
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## CONFIGURATION -
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Rechercher.. & 4 POLITIQUE DE CHIFFREMENT - TUNNELS CORRESPONDANTS IDENTIFICATION PROFILS DE CHIFFREMENT
i (1) IPsec 01 v | 8 pctiver cette politique | Editer~ | @
Haute disponibilité —
Management Center == SITE A SITE (GATEWAY-GATEWAY) =-E48 ANONYME - UTILISATEURS NOMADES
Console CLI Texte recherché i 9+ Ajouter™ x Supprimer | T Monter & Descendre | jas Couper E‘?Copier * Coller
!:! RESEAL Ligne Etat Réseau local Correspondant Réseau distant Profil de chiffrement
- 1 & on @ Network_in Site_Fw_B Lan_in_B StrongEncryption
= O0BJETS

2éme étape : Configuration d’un tunnel Ipsec afin de relier le réseau A au réseau B.
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:~$ ping 192.168.2

Recherchel §4 bytes from 192.168.2.254: icmp seq=

e osuen™C

--- 192.168.2.254 ping statistics ---

3 packets transmitted, 3 received, 0%

Objets| rtt min/avg/max/mdev = 3.286/4.324/5.2
Certifi %

Objets

7]

&« C A Notsecure | hitps://192.168.1.254 /admin/admin.ht

¥ SO pING 192.168.2.254 (192.168.2.254) 56(84) bytes of data.

|64 bytes from 192.168.2.254: icmp_seq=2 ttl=64 time=4.39 ms
= RESEA 64 bytes from 192.168.2.254: icmp seg=3 ttl=64 time=3.29 ms

ml#securitypolicy/local/8/filter

.254

1 tt1=64 time=5.30 ms

packet loss, time 6ms
96/0.825 ms

3éme étape : Test de ping du réseau A au firewall de B.
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ge et NAT
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extrémités de trafic avec I’option keep-alive a 30.

4éme étape : Apres avoir créer un objet regroupant le réseau IN et DMZ de B, nous adaptons les




i Graphical_client_A [En fonction] - Oracle VM VirtualBox — O x

Fichier Machine Ecran Entrée  Périphériques  Aide

ications Places System
ISNSX09K0639A9@1° x +

C A Notsecure | https://192.168.1.254/admin/admin.html#securitypolicy/local/8/filter
s (@ Debian.org @ LatestNews @ Help

TORMSHIELD v4.0.1

~.|e’["-,-*-.rol'|< SECI‘JFI—’[)’ MONITORING CONFIGURATION EVA1 VMSNSX09K0639A9

«
"]“ POLITIQUE DE SECURITE / FILTRAGE ET NAT
IFIGURATION
B - | Editer = | "% Exporter | @
1er. s (8)Lab 8 | | "3 Exporter |
* FILTRAGE ~ NAT
sole CLI
Rechercher.. | + Mouvelleregle = X Supprimer | + & | & ™ | [# Couper [# Copier ) Coller | B,
Al .
a Etat = Action = Source Destination Port dest. Protocole Inspecti
ETS 17 oo & on © passer “}yg Network_in @ Internet ¥ ssn iPs]
ISATEURS 18 oo & on © passer B siv_dns_priv & Internet ¥ dns_udp IPs]
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1ge et NAT & on © ] Internet Firewall_out ¥ http [IPs]
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ige SSL
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Rechercher... | 4 Mouvellerégle + X Supprimer | + & | & " | [# Couper [# Copier )
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5éme étape : Ajout des regles de filtrages autorisant les réseaux du site B a ping le réseau A ainsi
que les serveurs FTP et WEB.
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:~4¢ ping 192.168.2.254

PING 192.168.2.254 (192.168.2.254) 56(84) bytes of data.

64 bytes from 192.168.2.254: icmp seq=1 ttl=64 time=3.27 ms

64 bytes from 192.168.2.254: icmp seq=2 ttl=64 time=3.03 ms

64 bytes from 192.168.2.254: icmp_seq=3 ttl=64 time=4.11 ms

~C

--- 192.168.2.254 ping statistics ---

Smium Web 3 packets transmitted, 3 received, 0% packet loss, time 4ms

TEe— rtt min/avg/max/mdev = 3.032/3.468/4.105/0.462 ms

:~$ ping 172.16.2.254

PING 172.16.2.254 (172.16.2.254) 56(84) bytes of data.

64 bytes from 172.16.2.254: icmp_seq=1 ttl=64 time=2.90 ms
64 bytes from 172.16.2.254: icmp seq=2 ttl=64 time=5.30 ms

ork_config.sh 64 bytes from 172.16.2.254: icmp seq=3 ttl=64 time=3.39 ms

~C

--- 172.16.2.254 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 5ms

rtt min/avg/max/mdev = 2.896/3.861/5.302/1.039 ms

i-$

6éme étape : Les regles étant mises en place du coté de B aussi, A peut donc également ping dans

le réseau de B.
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7éme étape : Test d’acces au serveur FTP de B depuis le réseau A.
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IPSEC Mobile

IKE IKE Phase 1 (Diffie-heliman)

POLITIQUE DE CHIFFREMENT - TUNNELS CORRESPONDANTS IDENTIFICATION PROFILS DE CHIFFREMENT

Profils de chiffrement par défaut

Profil de chiffrement IKE (phase 1) : StrongEncryption hd

Profil de chiffrement IPsec (phase 2) StrongEncryption v

+ - X i L.

Ajouter Supprimer Général
T N
s o Commentaire :
IKE StrongEncryption
. Diffie-Hellman DH15 MODP Group (307 2-bits)

IKE GoodEncryption
IKE Mabile Durée de vie maximum (en secondes) : 21600

PROPOSITIONS
+ Ajouter x Supprimer T monter ¥ Descendre

Chiffrement
Algorithme Force Algorithme

1| aes 256 sha2_512

fr ) TueOc

A admin ~
= tcrimure/ © ACCES RESTREINT

5

Authentification
Force

512




Fichier Machine Ecran
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stNews @ Help

MONITORING
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CONFIGURATION

i Graphical_client_A [En fonction] - Oracle VM VirtualBox
Périphériques  Aide

fr @) TueOc

A admin ~
[ ecrure / ) AccES RESTREINT

POLITIQUE DE CHIFFREMENT - TUNNELS CORRESPONDANTS IDENTIFICATION PROFILS DE CHIFFREMENT

Profils de chiffrement par défaut

Profil de chiffrement IKE (phase 1) StrangEncryption ¥

Profil de chiffrement IPsec (phase 2) StrongEncryption hd

+ 4 - X

Ajouter Supprimer Général
T Hom Commentaire
IKE StrongEncryption
. Perfect Forward Secrecy (PFS) D'H15 MODP Group (3072-bits) v

IKE GoodEncryption : 1
\KE Mobile Durée de vie (en secondes) : 3600

IPSEC StrangEncryption

IPSEC  GoodEncryption PROPOSITIONS D'AUTHENTIFICATION

IFtEe CIRELE + Ajouter X Supprimer

IKE |KE Phase 1 (Diffie-hellman)

Algorithme Force
IPSEC PFS
1 | hmac_sha512 512
PROPOSITIONS DE CHIFFREMENT
+ Ajouter X Supprimer
Algerithme Force
1| aes 256

8éme étape : Création des profils de chiffrement ci-dessus.
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enter
1 @ on & Network_dmzl Site_Fw_B Réseau_B PFS 30
2 & on  ® Network_in Site_Fw_B Réseau_B PFS 30

Corm

VPN.

9éme : Nous appliquons donc les nouveaux profils de chiffrement créer précédemment sur notre
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B Applications Places System
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10éme étape : Nouveau test d’acces au serveur FTP de B depuis le réseau A.
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:~$ ping 192.168.2.254
PING 192.168.2.254 (192.168.2.254) 56(84) bytes of data.
e g B 64 bytes from 192.168.2.254: icmp seq=1 ttl=64 time=2.65 ms
64 bytes from 192.168.2.254: icmp seq=2 ttl=64 time=3.36 ms
64 bytes from 192.168.2.254: icmp seg=3 ttl=64 time=3.20 ms
~C
--- 192.168.2.254 ping statistics ---
3 packets transmitted, 3 received, @% packet loss, time 6ms
rtt min/avg/max/mdev = 2.652/3.069/3.357/0.308 ms

:~% ping 172.16.2.254
PING 172.16.2.254 (172.16.2.254) 56(84) bytes of data.
64 bytes from 172.16.2.254: icmp_seg=1 ttl=64 time=3.57 ms
QS eyt 64 bytes from 172.16.2.254: icmp_seq=2 ttl=64 time=3.32 ms
64 bytes from 172.16.2.254: icmp seg=3 ttl=64 time=3.28 ms
~C
--- 172.16.2.254 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 6ms
rtt min/avg/max/mdev = 3.280/3.391/3.569/0.127 ms

%

Chromium Web
Browser

11éme étape : Nouveaux tests de ping du réseau A vers le réseau B.
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12éme étape : Réalisation de I’interconnexion des réseaux, en configurant des tunnels basés sur




Réseau B :
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lére étape : Ajout de la régle de filtrage pass any any.
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2éme étape : Configuration d’un tunnel Ipsec afin de relier le réseau A au réseau B.
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:~$ ping 192.168.1.254
PING 192.168.1.254 (192.168.1.254) 56(84) bytes of data.
© (64 bytes from 192.168.1.254: icmp seq=1 tt1=64 time=2.96 ms
sear] 64 bytes from 192.168.1.254: icmp seg=2 ttl=64 time=4.54 ms
64 bytes from 192.168.1.254: icmp seq=3 ttl=64 time=2.38 ms
~C
== N-.--192.168.1.254 ping statistics ---
= (3 packets transmitted, 3 received, 0% packet loss, time 5ms

rtt min/avg/max/mdev = 2.379/3.294/4.540/0.912 ms
%

3éme étape : Test de ping du réseau B au firewall de A.

Graphical_client_B [En fonction] - Oracle VM VirtualBox - O

Fichier Machine Ecran Entrée Périphériques  Aide

tions Places System

ISX09K0638A%@1° x  +

2 A Notsecure | https://192.168.2.254/admin/admin.html#ipsec

@ Debian.org @ LatestNews @ Help

Resti
RMSHIELD v4.01 Chror
work Secu I'IJ[}’ MONITORING CONFIGURATION EVA‘ VMSNSX09KDE39AY
a0 VPN / IPSEC VPN
URATION = —
E s ENCRYPTION POLICY - TUNNELS PEERS IDENTIFICATION ENCRYPTION PROFILES
e s
| ‘?,[1) IPsec 01 R ‘i’/ Activate this policy | Edit~ (i}
zilability —
ment Center =-F= SITE-TO-SITE (GATEWAY-GATEWAY) =50 ANONYMOUS - MOBILE USERS
Searched text ) + add~ X pelete | ¥ up ¥ Down | 2 cut 2 copy F pas
3K Ling Status Local network Peer Remote network Encryption profile Keep alive
1 &@on  ® Network_dmzl Site_Fw_A Reseau_A StrongEncryption 30
N 2 ®on % Network_in Site_Fw_A Réseau_A StrongEncryption 30

4éme étape : Apres avoir créer un objet regroupant le réseau IN et DMZ de A, nous adaptons les
extrémités de trafic avec I’option keep-alive a 30.
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EVAI Chromium didn’t sh
MONITORING CONFIGURATION VMSHSX09K0639A9
&
+} SECURITY POLICY / FILTER - NAT
o #(8) Lab_g v | Edit= | "% Export | @

FILTERING NAT

Searching.. | 4+ Newrle = X Delete | * & | & | [#Cut [# Copy ¥ Paste | B, Searchinlogs [ Searchin
Status =» Action = Source Destination Dest. port Protocol Security inspection =

1 & on © pass ""'lg Network_in B ftp_a_priv ¥ fp 1Ps]

2 & on © pass o2 Network in B ftp_a priv Any icmp (Echo reques [@

=) ADMINISTRATION VIA PG ADMIN - Updated on 2022-09-27 11:33:44 by admin (192.168.2.2) - Updated on 2022-09-29 11:14:55 by admin (192.168.2.2) - Updated on (oo

5éme étape : Ajout des regles de filtrages autorisant les réseaux du site A a ping le réseau B ainsi
que les serveurs FTP et WEB.
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B3 Applications Places System

File Edit View Search Terminal Help
:~$ ping 192.168.1.254
PING 192.168.1.254 (192.168.1.254) 56(84) bytes of data.
64 bytes from 192.168.1.254: icmp_seq=1 ttl=64 time=4.06 ms
L - 64 bytes from 192.168.1.254: icmp seq=2 ttl=64 time=4.44 ms
64 bytes from 192.168.1.254: icmp seq=3 ttl=64 time=4.23 ms
~C
q --- 192.168.1.254 ping statistics ---
o e 3 packets transmitted, 3 received, 0% packet loss, time 5ms
et rtt min/avg/max/mdev = 4.064/4.244/4.440/0.162 ms
:~$ ping 172.16.1.254
PING 172.16.1.254 (172.16.1.254) 56(84) bytes of data.
64 bytes from 172.16.1.254: icmp seq=1 ttl=64 time=2.54 ms
64 bytes from 172.16.1.254: icmp seq=2 ttl=64 time=4.19 ms
WERBSl 64 bytes from 172.16.1.254: icmp seg=3 ttl=64 time=3.23 ms
~C
--- 172.16.1.254 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 5ms
rtt min/avg/max/mdev = 2.542/3.319/4.190/0.676 ms

-y

6eme étape : Les regles étant mises en place du coté de A aussi, B peut donc également ping dans
le réseau de A.
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B Applications Places System
AL VMSNSX09K0639A9@1° x @ Indexof/ x

<« C @ Notsecure | ftp://ftp.a.net
i#! Apps (@ Debian.org @ LatestNews @ Help

Index of /

Date Modified
10/6/22, 12:12:00 PM

Name Size
[ a.net.txt 44 B

7eéme étape : Test d’acces au serveur FTP de B depuis le réseau A.

stNews @ Help

EVA1 VMSNSX09KD639A9

CONFIGURATION

MONITORING
[0 VPN / IPSEC VPN
ENCRYPTION POLICY - TUNNELS PEERS IDENTIFICATION ENCRYPTION PROFILES

Default encryption profiles

IKE (Phase 1) encryption profile : StrongEncryption 7
IPSec (Phase 2) encryption profile : StrongEncryption w7

+ - X

Add Delete General
Type Name
oL Comments
IKE StrangEncryption
. Diffie-Hellman DH15 MODP Group (3072-bits)

IKE GoodEncryption
\KE \Mabile Maximum lifetime (in seconds) : 21600
IPSEC StrongEncryption
IPSEC  GoodEncryption PROPOSALS

EECR = + dd X Delete | T Up ¥ Down

IKE IKE Phase 1 (Diffie-Hellman)

Encryption
Algorithm Strength Algorithm

1| aes 256 sha2_512

H Graphical_client_B [En fonction] - Oracle VM VirtualBox - m} X
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‘) TueOc
+ -
1/192.168.2.254/admin/admin. html#ipsec w

B admin -

4 wriTe / E RESTRICTED ACCE..

[«

Authentication
Strength
512
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=+

://192.168.2.254/admin/admin.html#ipsec

stNews @ Help

EVA1 VMSNSX09K0639A9

MONITORING CONFIGURATION

0 VPN / IPSEC VPN

ENCRYPTION POLICY - TUNNELS FEERS IDENTIFICATION ENCRYPTION PROFILES

Default encryption profiles
IKE (Phase 1) encryption profile : StrongEncryption v
IPSec (Phase 2) encryption profile : StrongEncryption e

+ add~ X Delete

‘) TueOct

A admin =
[ wriTE / £ RESTRICTED ACCE...

General
T N
i ame Comments :
IKE StrongEncryption
. Perfect Forward Secrecy (PFS) : DH15 MODP Group (3072-bits) hd
IKE GoodEncryption . —
\KE Maohile Lifetime (in seconds) : 3600
IPSEC StrongEncryption
IPSEC  GoodEncryption AUTHENTICATION PROPOSALS
IPSEC Mobile + add X Delete
IKE IKE Phase 1 (Diffie-Heliman)
Algorithm Strength
IPSEC IPSEC Phase 2 (PFS)
1 | hmac_sha512 512
ENCRYPTION PROPOSALS
+ sdd X Delete
Algorithimn Strength
1| aes 256

8éme étape : Création des profils de chiffrement ci-dessus.




H Graphical_client_B [En fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide
rstemn
e ox -+

ire | https:/[192.168.2.254/admin/admin. html#ipsec
@ LatestNews @ Help

MONITORING CONFIGURATION

o0 VPN / IPSEC VPN

£ ENCRYPTION POLICY - TUNNELS PEERS IDENTIFICATION

v | £ pctivate this policy | Edit~ | @

B (1) 1Psec 01

=Er= SITE-TO-SITE (GATEWAY-GATEWAY)

Searched text % + add~ X Delete | T up ¥ Down
Line Status Local network Peer

1 & on %, Network_dmzl Site_Fw_A

2 ®on  ‘® Network_in Site_Fw_A

EVA1 VMSNSX09K0639A9

EMCRYPTION PROFILES

={E-8 ANONYMOUS - MOBILE USERS

2 ot E‘.’Copy # paste

Remote network
Réseau_A

Reéseau_A

Encryption profile
IPSEC Phase 2 (PFS)

IPSEC Phase 2 (PF5)

= O
A admin ~
= weires B¢
Keep alive Comments
30
30

VPN.

9éme : Nous appliquons donc les nouveaux profils de chiffrement créer précédemment sur notre
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B5) Applications Places System

A VMSNSX09K0639A9@1° x @ Indexof/f
< (& @ Not secure | ftp://ftp.a.net

@ Debian.org @ LatestNews @ Help

Index of /

Date Modified
10/11/22, 11:05:00 AM

Size
44 B

Name
[ 7 a.net.xt

10éme étape : Nouveau test d’acces au serveur FTP de A depuis le réseau B.
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B5) Applications Places System

user's Home . L .
File Edit View Search Terminal Help

:~$ ping 192.168.2.254
PING 192.168.2.254 (192.168.2.254) 56(84) bytes of data.
64 bytes from 192.168.2.254: icmp seq=1 ttl=64 time=1.27 ms
MATE Terminal 64 bytes from 192.168.2.254: icmp seq=2 ttl=64 time=1.28 ms
64 bytes from 192.168.2.254: icmp seq=3 ttl=64 time=1.43 ms
~C
--- 192.168.2.254 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 4ms
DratEar rtt min/avg/max/mdev = 1.274/1.326/1.427/0.071 ms

:~$ ping 172.16.2.254
PING 172.16.2.254 (172.16.2.254) 56(84) bytes of data.
64 bytes from 172.16.2.254: icmp_seg=1 ttl=64 time=0.431 ms

64 bytes from 172.16.2.254: icmp seq=2 ttl=64 time=1.13 ms

network_config.sh 64 bytes from 172.16.2.254: icmp_seq=3 tt1=64 time=2.53 ms
~C
--- 172.16.2.254 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2@ms
rtt min/avg/max/mdev = 0.431/1.362/2.531/0.874 ms

-3

Chromium Web

11éme étape : Nouveaux tests de ping du réseau A vers le réseau B.
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P@Applications Places System
A VMSNSX09K0639A9@1° x @ Hote injoignable x | +

& C A Notsecure | hitps://192.168.2.254/admin/admin.html#vtigre/ipsec

i Apps @ Debian.org @ LatestNews @ Help

MONITORING CONFIGURATION EVA1 VMSNSX09K0639A9

* - &
== NETWORK / VIRTUAL INTERFACES
£# CONFIGURATION -
Search... F ol IPSEC INTERFACES (VTI) GRE INTERFACES LOOPBACK
- Search + Add X Delete | ® Check usage
High Availability
Status Eud Mame 1 IPv4 address IPwd mask Comments
Aan ent Center
Management Cente & Enabled VTLto A 192.168.120.1 255.255.255.254

CLI
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pplications Places System

VMSNSX09K0639A9@1° x @ Hote injoignable X | +
C A Notsecure | https://192.168.2.254/admin/admin.html#networkrouting/routing

\pps @ Debian.org @ LatestNews @ Help

STORMSHIELD
f"-JeJ["-.-“-.-’OI'P CC MONITORING CONFIGURATION EVA1 VMSNSXO9K0639A9

«
=1= NETWORK / ROUTING
CONFIGURATION =
ch... = 7 IPV4 STATIC ROUTES IPV4 DYNAMIC ROUTING IPV4 RETURN ROUTES
High Availability Eenaczl
\anagement Center Default gateway (router): gw_default ML
CLI
NETWORK STATIC ROUTES
nterfaces Searching.. + Add X Delete
Jirtual interfaces Status Ex Destination network (host, netw... | Interface Address range
&« on Lan_in_& AT to_A 192.168.1.0/24

Routing

Gateway

ip_VTI_A
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cations Places System
SNSX09K0639A9@1 @ Hoteinjoignable x | +
C A Notsecure | https://192.168.2.254/admin/admin.html#ipsec
s @ Debianorg @ LatestNews @ Help
TORMSHIELD
~.|E!J["-.-"-.|’OF|< R MOMNITORING CONFIGURATION EVAI VMSHSX09K0639A9
o0 VPN / IPSEC VPN
FIGURATION
ENCRYPTION POLICY - TUNNELS PEERS IDENTIFICATION ENCRYPTION PROFILES
ltering
9 #Y (1) 1Psec 01 54| #, pctivate this policy | Edit~
P filtering
== SITE-TO-SITE (GATEWAY-GATEWAY) =~ ANONYMOUS - MOBILE USERS
| Searched text %+ add~ X Delete T Up 4 Down [Ted Cut = Copy * Paste
cit rules —
Line Status Local network Peer Remote network Encryption profile Keep alive
LICATION PROTEC.. ; ) " - - . . .
1 O off @ Network_dmzl Site_Fw_A Réseau_A IPSEC Phase 2 (FFS) 30
2 @@ on % Firewall VTI_to_A Site_Fw_A ipVTLLA StrongEncryption 30
VPN 3 off @ Metwork_in Site_Fw_A Réseau_A IPSEC Phase 2 (PFS) 30
VPN Parta

des VTI.

12éme étape : Réalisation de I’interconnexion des réseaux, en configurant des tunnels basés sur




