TP18 : Routage inter-vlan, dhcp, access-list
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1. Configuration du commutateur SW1

SHlish run
Building configuration...

Current configuration : 2345 bytes
!

version 15.0

no service password-encryption
!

hostname SW1

1

I

1

1

I

!

spanning-tree mode pwst

spanning-tree extend system-id
!

interface FastEthernetl/1
switchport access wlan 10
switchport mode access

!

interface FastEthernetl/2
switchport access wlan 10
switchport mode access

!

interface FastEthernetl/3
switchport access wlan 10
switchport mode access

!

interface FastEtherneti/4
switchport access wlan 10
switchport mode access

!

interface FastEthernetl/5
switchport access wlan 10
switchport mode access

!

interface FastEthernetl/c
switchport access wlan 10
switchport mode access

!

interface FastEthernetl/7
switchport access wlan 10
switchport mode access

!

interface FastEthernetl/2
switchport access wlan 10
switchport mode access

!

interface FastEthernetl/%
switchport access wlan 10
switchport mode access

!

interface FastEthernetd/10
switchport access wlan 10
switchport mode access

no service timestamps log datetime msec
no service timestamps debug datetime msec

interface GigabitEtherneti0/1
switchport mode trunk

!

interface GigabitEthernet0/2
!

interface Vlanl

ip address 15%2.1€8.0.2 255.255.255.252
shutdown

!

!

!

!

line con 0O

!

line wty 0 4

login

line wty 5 15

login

end

1ére étape : Configuration du commutateur SW1.




2. Configuration du routeur R1

Blish run
Building configuration...

Current configuration : 1€53 bytes

!

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname Rl

!

!

!

!

ip dhep excluded-address 132.1€8.1.0

ip dhep excluded-address 15%2.1€2.1.1%

!

ip dhep pool VLAN1O
network 15%2_.1683.1.0 255.25
default-router 152.1&8.1.1
dns-server 2.8.8_.8
ip dhep pool VLANZO
network 15%2_.163.1.1
default-router 152.

dns-server 2.8.8.8
!

&8,

[l =i}

!

!

ip cef

no ipve cef
!

!

!

!

license udi pid CISCO2%01/ES sn FTX15240RE
!

!

!

!

spanning-tree mode pvst

1

1

1

1

1

!

interface GigabitEthernetl/0

ip address 15%2.1€8.0.1 255_255_255_252
ip access—group WEB in

ip access—group WEE RETOUR out
duplex auto

speed auto

interface GigakitEthernetl/0.10
encapsulation dotlQ 10
ip address 192_.1€8_1_.1 255_255_255_ 240
1
interface GigabkitEthernetl/0.20
encapsulation dotlQ 20
ip address 1%2.1€8.1.17 255_255_255_240
1
interface GigakitEthernetl/0.30
encapsulation dotlQ 30
ip address 192_.1&68_.1_33 255_255_255_3248
ip access—group WEB out
1
interface GigakitEthernetl/l
no ip address
duplex auto
speed auto
shutdown
!
interface Vlanl
no ip address
shutdown
1

ip classless
!

ip flow-export wersion 5

S52.1e8.1.1e 0.0.0.15

=list 1 permit 152.1€3.1.0

line con O
1

line aux 0

!

line vty 0 4
access—-class 1 in
password cisco

logging synchronous
login

transport input telnet

end




3. ACL

Définition de I'access-list 101 pour le management du switch via telnet :

Rl(config)#access-list 1 permit 192.168.1.0 0.0.0.15

Rl (config) faccess-list 101 permit tcp 192.168.1.0 0.0.0.15 host 192.168.0.2
gq telnet

‘Rlicunfig]#access—list 101 permit tcp any host 1%2.168.0.2 established

|Rl(config]#gccess—list 101 permit icmp any host 192.16%.0.2 echo-reply

Définition de I’ACL étendue server-access pour l'accés au serveur Web/DNS :

El (config) $#ip access-list extended SErver-access_retour

Bl (config-ext-nacl) #permit tcp 1592.168.1.16 0.0.0.15 host 152.168.1.34 =g www
Rl (config-ext-nacl) #permit icmp 192.165.1.0 0.0.0.31 host 1%2.168.1.34 echo
Bl ({config-ext-nacl) #permit tcp 1592.168.1.0 0.0.0.31 host 192,168.1.34 eg
domain

El (config-ext-nacl) #permit udp 192.168.1.0 0.0.0.31 host 192.168.1.34 eqg
domain

Rl (config-ext-nacl) #permit tcp any host 1592.168.1.34 established
Rl (config-ext-nacl) #permit icmp any host 1592.168.1.34 echo-reply




4. Travail a faire

2. Verifier que seuls les hotes du VLAN 10 peuvent accéder au VLAN de management via

telnet :

¥ yLAN 10

Phy=ical Config Desktop Programming Attributes
|

Command Prompt

Packet Tracer PC Command Line 1.0
0.1
.Cpen

0.1 closed by foreign host]

Password:
Rl=

B yian 20

Phy=ical Config Desktop Programming Aftributes
|

Command Prompt




3. Vérifier que les machines des VLAN 10 et 20 peuvent « pinquer » le serveur du VLAN 30 :

ping 1 4
Pinging 1%2.1c2.1.34 with
VLAN 10 vers
VLAN 30
in milli-
Haximum = 4ms, &
VLAN 20 vers
VLAN 30
tisti
ELS
mand trip times in milli
= Oms, Maximum = 5Sms,

4. Verifier que seuls les hotes du VLAN 20 peuvent accéder a ’application Web de ce serveur :




B vian 20

| Physical Config Desktop Programming Aftributes

Neb Browser

< = | URL |nttp:/1192.168.1.24/index. htmi

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

Quick Links:
A small page
Copvrights
Image page
Image

Y

Physical Config Desktop Programming Aftributes
——

Web Browser

< = URL [http://192.168.1.34/index html

Request Timeout




